Operating instructions GoCrypt for Windows

Installation and program call after the setup of "gocrypt.exe".

Please follow the individual steps:

by Setup - 1.0 — X

License Agreement

Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

1. Area of application

1.1 Use of this website "gocrypt.de" within the scope of the GoCrypt application I
and the documents provided by RS-Computer Vertriebs GmbH, Kleine Heide 78,
31515 Wunstorf, Germany (hereinafter referred to as "RS") is permitted
exclusively on the basis of these terms and conditions. These General Terms
and Conditions of Use may be supplemented, modified or replaced in individual
cases by further terms and conditions, e.g. for the purpose of purchasing
products, without separate notification. The validity of these Terms of Use in
their respective version is accepted upon commencement of use.

1.2 When using gocrypt.de as or for a company, i.e. in the exercise of a
commercial or independent professional activity, or for a public corporation, Ag

© 1 accept the agreement

()1 do not accept the agreement

Mext Cancel

kg Setup - 1.0 — X

Select Destination Location

Where should Go Crypt be installed?

| EI Setup will install Go Crypt into the following folder.

To continue, click Next. If you would like to select a different folder, click Browse.

C:\Users\Peter\AppData\Local\Programs\GoCrypt

Browse...

At least 20,4 MB of free disk space is required.

Back Next Cancel




by Setup - 1.0 — X

Select Start Menu Folder
Where should Setup place the program's shortcuts?
83— Setup will create the program's shortcuts in the following Start Menu folder.
-

To continue, click Next. If you would like to select a different folder, click Browse.

Browse...

by Setup - 1.0 — X

Select Additional Tasks

Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing Go Crypt,
then click Next.

Additional shortcuts:

iCreate a desktop shortcut

Automatically start on Windows login




by Setup - 1.0 — X

Ready to Install

Setup is now ready to begin installing Go Crypt on your computer.

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

Destination location: A
C:\Users\Peter\Desktop\GoCrypt

Start Menu folder:
GoCrypt

Additional tasks:
Additional shortcuts:
Create a desktop shortcut
Automatically start on Windows login

Back Cancel

rif_e, Setup - 1.0 -

Completing the Go Crypt Setup
Wizard

Setup has finished installing Go Crypt on your computer. The
application may be launched by selecting the installed
shortcuts.

Click Finish to exit Setup.




Registration takes place after the GoCrypt installation and when the program is started for the first time

@ Registration — O X

First Name

Last Name

Email Address *
Company i
Handy Number £
Token Without USB token ~
Password *
Repeat Password *

["] Show Password

Register

After completing the form and entering the 8-digit password (number between 0-9), press the
"Register" button to complete the registration. We recommend that you enter all details.

The e-mail address must be entered correctly. GoCrypt will send a confirmation link to this e-mail
address; registration is not complete until this has been confirmed.

@ Registration Progress — O X
Time Action
174756 Generate certificate request
17:47:56 Call server registration request
174757 Sign registration request
17:47:57 Call server registration complete request
17:47:57 Validate user certificate
17:47:57 Validate certificate chain
174757 Import certificate
174757 Completed!
— "
GoCrypt X
Password | ki
Fkkkkkk
Repeat Password Registration completed!
() Sha

Please confirm your email address to start using of program.




If a valid Fido token is connected, it can be selected and registered with this account.

T Registration . B ° - x
First Name |
Last Name |
Email Address )
Company ) |
Handy Mumber .

Token ithout USB token |

ePass FIDO-NFC Plus(A9)
Password Without USB token '

Repeat Password =

[] Show Password

Register

The Fido token can also be migrated to this account at any time later, see GoCrypt menu.

T GoCrypt - Migrate - (m] X

A
[ GoCrypt
N B & & E

Migrate

You are about to migrate to version with the token. WARNING: please download all files that are pending
downloading, these files will be unavailable after migration!

Select the token: Password:
ePass FIDO-NFC Plus(A9) v

Enter the word "Confirm” in below text box to confirm migration to token version:

Migrate




GoCrypt with Fido Token can be installed on several computers (Office, Home, Notebook, etc.). The e-
mail address and the private key are stored in the Fido Token and cannot be exported. The data is
loaded depending on where you log in with the token.

GoCrypt without Fido Token can only be installed on one computer, as the private key is stored there
locally. The private key cannot be transferred to another computer.

However, it is possible to install two different GoCrypt accounts on one computer: one GoCrypt
account without a Fido token (an e-mail address with the corresponding private key stored locally on
the computer) and a second GoCrypt account with a Fido token (a second e-mail address with the
corresponding private key stored in the Fido token).

Program call

The GoCryptWin program call is used to log on to the GoCrypt server.

@ GoCrypt - Enter Password = 3

n
[ GoCrypl

Profile: userb@rs-computer.com

Version: || = ||
i

(] Show Password

’ oK ’ Cancel




After logging in, the following download window will appear on the screen:

nputer

Mo files to downloz

The transparent window shows your profile name, the type of account (local without token or with
token) and, if available, the available files. If it is a GoCrypt account with a Fido token, this will also be
displayed.

Mo files to download

Click on the transparent window with the left mouse button and hold it down to move the window to
the best position for you. Double-click on the window to open the download area.

GoCrypt Download

& GoCrypt - Download — (] X

lggoCrypt
S L B OB & & ® b

Download

*

| Size Expires File Name JP
| From: "User A User A <usera@rs-computer.com=" Subject: Bitte schnellstens bearbeiten

973.783 08.12.2023 download.pdf

From: "User A User A <usera@rs-computer.com=" Subject: demo
98.794 05.12.2023 Fido Headbild2-6.png
113.192 05.12.2023 Fido Headbild-ori-1.png
78652 04.12.2023 Fido Headbild-ori-QUER-1.png
111.274 05.12.2023 Fido Headbild-QUER-1.png

From: "User A User A <usera@rs-computer.com=" Subject: dsfdsfdsf

| 973.783 05.12.2023 download.pdf




The following information is available:

- From whom was a file sent

- Asubject with brief information about the file being sent

- Size of thefile

- Files that have not yet been downloaded are printed in bold, files that have already
been downloaded are not printed in bold.

- Expiry date - all files are stored on the GoCrypt server for a maximum of 5 days until they are
automatically deleted. When files are downloaded, the expiration date changes to (today + 2
days). Example: The original expiration date was September 20th, but the file was downloaded
on September 16th. This changes the expiration date to September 18. With this method, the
file can be downloaded for another two days until it is deleted from the server.

- Finally, the file name is displayed

New files available

Newly available files are indicated by a red dot in the GoCrypt icon

WO G EA ~ox

Double-click on the transparent, black window to open the download area in which the available
files are displayed. The red dot in the icon disappears.

GoCrypt menu:
The icons from the left: Upload - Download - History - Migration Fido Token - Change password - Settings -

Information - Exit. The active icon is displayed in green.

@ GoCrypt = o X




Send file

& GoCrypt - Send - ] X

A

¥*.
*
*
*

EEGOCrypt
& 8 B SO =

Send

Recipient Email Address:

usera@rs-computer.com

Message to Recipient: Message Classification:

Bitte Riickmeldung ~

Files:

Size File Path
> 973.783 C\Users\Peter\Downloads\tt\download.pdf

Add Files Upgrade License Go

- Enter the recipient address (if it is a recurring address, it will be displayed when you enter it).
Recipient addresses that are not registered with GoCrypt Server are not recognized.

- Atext message can be inserted

- Select files or drag & drop them into the window.

- Click on the red cross to remove this file

- Press "Go" and the file will be encrypted and then made available to the recipient on the
GoCrypt server. The recipient is notified at the same time.



Download files

H3 GoCrypt - Herunterladen — [m] x

n
P/ GoCrypt
Jn A Ef‘p £ & =

Herunterladen

*

Groke Abgelaufen  Datei Name 1
@ \on: "in hs <info@hs-securityware.com=" Betreff; ssff
15.608 28.01.2024 201907031359098647 jpg

Van: "in hs <info@hs-securityware.com=" Betreff: dgdg

183.596 28.01.2024 Fido Headbild-hanhy-1.png

298.038 28.01.2024 Fido Headbild.png

298.038 28.01.2024 Fido Headbild-2-1.png
Von: "in hs <info@hs-securityware.com=" Betreff: gdgdg

1.735.264 28.01.2024 Bedienungsanleitung GoCrypt fiir Windows en de.docx.docx
Von: "in hs <info@hs-securityware.com=" Betreff: fdfd

15.608 27.01.2024 201907031359098647 jpg

Von: "in hs <info@hs-securityware.com=" Betreff: etef

183.596 27.01.2024 Fido Headbild-hanhy-1.png

There are 3 different download statuses:
1. Anew file is available - the red marker lights up and the line is displayed in bold.

2. Mark the line by clicking on it once - The red marking disappears but the line remains in bold. This
means that the file has been acknowledged but not yet downloaded.

3. Double-click on the line and the download will be executed. After a successful download, the bold font
changes to normal size.

The encrypted file remains available on the server for 2 days for further downloads.

If the file is not downloaded within 5 days of being made available, it is automatically deleted from the server.



History: Sent files

| @ GoCrypt —.H'\story—Se;'l; .File.s. — m| X
Al |
I GoCrypl

Mo B s & ® b

History - Sent Files

Date Receivers download date  Recipient File Name aqr
¥ 03.12.2023 21:34:.18 - usera@rs-compute... Zeitplan.pdf
03122023 20:42:55  03.12.2023 20:44:51 usera@rs-compute.. download.pdf

Displays the sent files with the corresponding information. Files that have not yet been downloaded
are marked with a red cross. Files marked in green have been downloaded by the recipient. The date
of the download is also noted.



History: Received files

| @ GoCrypt - History - Received Files - O X

.
[ GoCrypt

£H & B O & & @ b

History - Received Files

Download From File Name File Path

03.12.2023 20:44:00  usera@rs-computercom  download.pdf C\Users\Peter\Downloads\tt\,
03.12.2023 20:21:28  usera@rs-computer.com  Fido Headbild2-6.png CA\Users\Peter\Downloads\tt,
03.12.2023 20:21:10  usera@rs-computer.com  Fido Headbild-ori-1.png Ch\Users\Peter\Downloads\tt,
02.12.2023 19:28:04 usera@rs-computercom  Fido Headbild-ori-QUER-1.png  C\Users\Peter\Downloads\tt),
03.12.2023 20:21:04  usera@rs-computer.com  Fido Headbild-QUER-1.png Ch\Users\Peter\Downloads\tt,
03.12.2023 20:20:57  usera@rs-computer.com  download.pdf CA\Users\Peter\Downloads\tt,

This shows when and from whom the files were downloaded. The storage location of the files is also
displayed.



Migrate a Fido token

_ Y
@GoCrypt
& & B 8 & E

Migrate

You are about to migrate to version with the token. WARNING: please download all files that are pending
downloading, these files will be unavailable after migration!

Select the token: Password:
ePass FIDO-NFC Plus(A9) v

Enter the word "Confirm” in below text box to confirm migration to token version:

Migrate

For a GoCrypt account without a Fido token, as soon as a valid Fido token is connected, the menu
item "Migrate to Fido token" becomes active (green). If you click on this menu item, the above image
will appear. By entering "Confirm" and then clicking on the "Migrate" button, the existing private key
(for the GoCrypt account without a token) becomes unusable and a new key pair is generated for the
existing e-mail address in the Fido token.

ATTENTION: files that have not yet been downloaded must be downloaded before the migration,
otherwise they will be lost with the new key pair!



Settings

T GoCrypt _

N
[/ GoCrypt

dt, I:gf‘g & & & [»

Settings

Download License

i i . Upgrade
Size Expires File Name

Erase Account

From: "User A User A <usera@rs-computer.com=" Subject Demo
[ | 721222 08.12.2023 Zeitplan.pdf
From: "User A User A <usera@rs-computer.com=" Subject Demo
684.757 09.12.2023 TSN19-010326-01_EC_ TP19-005316_F.PDF
539.964 09.12.2023 Quotation_R5-Computer_20220613.pdf
From: "User A User A <usera@rs-computer.com:" Subject: Bitte um Antwort
292.964 08.12.2023 PI RSC231007.pdf

Settings

The language can be changed in this window.

@ GoCrypt - Settings - Preferences =

Bl
jga GoCrypt

&Ho% B8 @ ® b

Settings - Preferences

Show transparent hint window

Language: English v

The black download window can also be switched on and off.



License Setting

@ GoCrypt - Settings - License = D X

N
[/ GoCrypl

S8 B O e & ® b

Settings - License

Profile: usera@rs-computer.com )k
License type: Premium (allowed: Confidential,Very Confidential,Secret, Top Secret)

Status: OK

Expiration date: Mittwoch, 31. Januar 2024 18:49:00

Maximum uploaded file size: 2.000.000 KB

Maximum uploading monthly size: 5.000.000 KB

Statistic for current month:
Total uploaded: 4475 KB
Total downloaded: 1.654 KB

Here you can view all information about your own license, including the permitted classification, if this
option was also ordered.

Upgrade settings

@ GoCrypt - Settings - Upgrade o (] X

L)
Ea GoCrypt
B st E,lb 5 o =

Settings - Upgrade

Please enter the license code «|»

Activate

If the license is upgraded from the Free version to the Professional version, for example, the license
code can be entered here and then activated.



Delete account

Attention: "Erase account" deletes the account and all associated data! To do this,
enter the word "Erase " in the text field and then press the "Erase" button.

@ GoCrypt - Settings - Erase Account

N
lga GoCrypt

S8 B e & ® b

Settings - Erase Account

You are going to erase GoCrypt account. Please note, you won't be able to use GoCrypt anymore, until new, ¢ | »

registration. All history data and sent files will be removed. Type “Erase” in below field to confirm removal.

Erase



About

e GoCrypt - Settings - Erase Account
r
L GoCrypl

Mo B 6

*

* KK

—_

4%,

@ GoCrypt - About
You are going to erase GoC|
registration. All history data

provisions

@ GoCrypt

Version: 0.1.3.0 - 6 Dec 2023

GoCrypt Help Information on licensing Rights of end user and Data protection

Copyrights@ RS-Computer Vertriebs GmbH, all rights reserved

The current program version is displayed here.

Exit program

Exit closes the GoCryptWin program.

T GoCrypt - Send

=3
[ GoCrypt

‘ Erase

oo B

¥,

*




Option:
Company license with data classification

Files with a data classification can only be sent to other users with the same classification within the same
organization. In the GoCrypt Online Manager portal, the company administrator can assign users to the
respective classifications. There are four classification groups and no classification. The user can therefore send
data with or without classification.

@ GoCrypt - Send - o x
A
.- GoCrypl

oo B8 & 6 B

Send
Recipient Email Address:
userb@rs-computer.com
Message to Recipient: Message Classification:
Dema | confidential v
Files: Not Classified

Size File Path

x \ Bl Very Confidential
292,964 ChUsers\Peter\Downloads\PI RSC23100° . Secret

Il Top Secret

Add Files Go

| & GoCrypt - Send — O ®
N Al
.7 GoCrypl :

0 Files sucessfully sent!
Send

Recipient Email Address: \ 4 o

SIS

go]
[
N

userb@rs-computer.com

Message to Recipient: Message Classification:
Demo |. Confidential ~
Files:

Size File Path

W 292964 C\Users\Peter\Downloads\Pl RSC231007.pdf

File: C\Users\Peter\Downloads\Pl RSC231007.pdf
11

Cancel



el GoCrypt - Download

GoCrypt

> 1!)

L B %

%0k K

Download

From:
|
From:

From:

From

Size Expires File Name

: "User A User A <usera@rs-computer.com>" Subject: Demo
292.964 12.12.2023 PI RSC231007.pdf

: "User A User A <usera@rs-computer.com=" Subject: Demo
721.222 08.12.2023 Zeitplan.pdf

: “User A User A <usera@rs-computer.com=" Subject: Demo
684.757 09.12.2023 TSN19-010326-01_EC TP19-005316_F.PDF
539.964 09.12.2023 Quotation RS-Computer_20220613.pdf

: "User A User A <usera@rs-computer.com=" Subject: Bitte um Antwort

292.964 08.12.2023 PI R5C231007.pdf

& C

GoCrypt - Ad

(O https://gocrypt.de/manager

ministration Home

GoCrypt - Administration

Orders

Time

N
jgg GoCrypt
Welcome

to the GoCrypt online portal

Users Orders

Contact email Number of users

License type

Login

Hello painiemsm——— | 0goUt

Expiration date

22.12.2023 16:51:09

e ——— C O T 2

Premium

29.02.2024 17:47:49  Details



GoCrypt - Administration

GoCrypt - Administration

Users Orders

Order Details

Time 22.12.2023 16:51:09
Contact email s — oy
Number of users 2

License type Premium

Expiration date 29.02.2024 17:47:49

Licenses

Hello nesmsee—————— | ogout

Activation Id Time User
72443 - ettt 11900 Not assigned
2T ey 02 12.2023 18:01:52 L | Edit User

Users Orders

Edit
User details: info I ——————.

Hello ety | ogout

Handy 54457547
Number
Activation 27847 -Iaieraewassassm==et 80
Id
Last Uploaded, Download,
months Period  kbytes kbytes
limits
1/2024 0 0
12/2023 719 56

Classifications
Confidential

Very Confidential

Secret



